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OVERVIEW

This guide explains how to read a secure email from London & Colonial which has been encrypted for secure transmission
using the Virtru Platform.

Please note that images included in this document are for illustrative purposes as the look and feel may vary on
different systems.

PROCESS

1. Unlock Message: Click the blue ‘Unlock Message’ button in the secure email to load the Virtru Secure Reader
app in the default web browser on the device to access the protected content.

4 Back to Mail

< Inbox v & Virtru Corporation &

From: The Sender Hide

To: The Recipient

Message Subject

Today at 14:01 v

| use Virtru to send and receive

encrypted email. Click the "unlock Load I ng

message" button below to decrypt and

read my message. If you have any Secure Reader

questions, please contact me.

Unlock Message
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2. Select your email: Select your email address
from the list of authorised recipients of the
secure email. If you don’t see yours listed,
click "My Email is not here’ and enter your
information.

4 Back to Mail

& Virtru Corporation

Select your email

w recipient@example.com

7 My Email is not here

(O This is a Public Computer

Remember me

By logging in, you agree to this service’s Terms & Conditions
and Privacy Policies

3. Choose how to verify your identity: You can choose 'LOGIN WITH MICROSOFT" or "LOGIN WITH GOOGLE" if
available, otherwise choose 'SEND ME AN EMAIL" and upon confirmation check the inbox of the given address for

the verification email containing the ‘Verify Me’ link.

4 Back to Mail

& Virtru Corporation i

How should we
verify
your identity?

LOGIN WITH Microsoft

SEND ME AN EMAIL

< M @M O

& Virtru Corporation ¢

Check your inbox
for
the verification
email

We sent a message to
recipient@example.com with the
subject "Verify with Virtru on May
29th" to verify your identity.

Click the provided link and make sure it
opens in the same browser or {rv logging

< 0 M O
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4. Verify your email address: Select "VERIFY ME’" to complete the authentication process for the email address.

< Inbox v

From: verify@virtru.com Hide

To: The Recipient

Verify with Virtru on May 29th

Today at 14:23

Verify yourself by clicking
below in Mobile Safari

VERIFY ME
.
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5. View the decrypted message: The browser will open the link and decrypt the protected message content for
viewing. The ability to decrypt further messages secured with Virtru will be saved in the browser’s cache.

4 Back to Mail 4 Back to Mail

& Virtru Corporation & & Virtru Corporation C
—  virtru | SECURE READER —  virlru | SECURE READER

Message Subject
sender@londoncolonial.com

**Message Content*#
v **Message Content**
**Message Content*™*
**Message Content**
“*Message Content™*

Decrypting
&N &

Reply Reply All
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APPENDIX | - LONDON & COLONIAL USES VIRTRU
Why use the Virtru Platform?

1. Flexibility: Virtru allows authorised parties to receive and decrypt protected content without installing Virtru’s
software.

2. Authentication: To access protected content, recipients must authenticate with the Virtru Platform. To do this,
they use their existing email credentials, rather than having to establish new usernames or passwords.

3. Integration: Virtru has plugins for secure client-side sharing from Microsoft Outlook desktop, OWA for Office 365,
and Gmail. Recipients who don’t use any of these platforms can access Virtru’s Secure Reader from their browsers,
so they can consume Virtru-protected content even without having Virtru installed.

4. Ease of use: Virtru avoids the need for additional accounts or for complicated time-consuming manual key exchange.

5. Confidentiality: Content and encryption keys are stored separately, so that only authorised parties can access
unencrypted content. Virtru can never access unencrypted content or decrypt user content, only recipients authorised
by the content creator can access and decrypt protected content.

6. Open Standards based: The Virtru Platform uses the Trusted Data Format (TDF) - an open standard XML based

file format.
For more information please contact:
L O N D O N & PART OF GROUP PLC t: +44 (0)203 479 5505
C O L O N I A L w: www.londoncolonial.com

INNOVATION IN PENSIONS e: compliance@londoncolonial.com

London & Colonial Holdings Limited, London & Colonial Services Limited, London & Colonial Central Services Limited and London & Colonial (Trustee Services) UK Limited are registered in England and Wales. Registered numbers
4093489, 2966313, 7966194, 4947255 respectively. Registered office: Rockwood House, 9-17 Perrymount Road, Haywards Heath, West Sussex RH16 3TW . London & Colonial Services Limited is authorised and regulated by
the Financial Conduct Authority. London & Colonial Assurance plc and London & Colonial (Trustee Services) Limited are registered in Gibraltar. Registered numbers 80650 and 102550 respectively. Registered office: Montagu
Pavilion, 8-10 Queensway, Gibraltar. London & Colonial Assurance plc and London & Colonial (Trustee Services) Limited are licensed by the Gibraltar Financial Services Commission.

NR05/18©London&Colonial


http://www.londoncolonial.com

mailto:compliance%40londoncolonial.com?subject=

